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DETAILED ACTION 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms 
the basis for all obviousness rejections set forth in this Office 
action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim(s) 1- 4 is rejected under 35 USC 103 (a) as being obvious 
over Sudanth, Sudha, "Mobile IPv6", publication date: January 
17, 2003 in view of Nyberg et al. (US PGPUB # 2002/0186846 
A1). 



Sudanth discloses: 

1 . An RR (Return Routability) method among a mobile node, a 
home agent and a corresponding node, the method comprising: 



• the mobile node transmitting an HoTI (Home Test Init) 
packet to the home agent, and transmitting a CoTI (Care of 
Test Init) packet to the corresponding node (Page 11 - 13, 
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Subheading: Return Routability Procedure); 



Sudanth does not explicitly disclose: 



1. An RR (Return Routability) method among a mobile node, a 
home agent and a corresponding node, the method comprising: 



• the home agent transmitting the HoTI packet including first 
key information generated by a specified method to the 
corresponding node; 

• the corresponding node transmitting an HoT (Home of Test) 
packet including second key information generated by the 
specified method to the home agent, and transmitting a CoT 
(Care-of Test) packet encrypted using a secret key 
generated from the first key information by the specified 
method to the mobile node; 

• the home agent transmitting the secret key generated from 
the received HoT packet by the specified method to the 
mobile node; and 



• the mobile node decoding the received encrypted CoT 
packet using the received secret key. 



2. The method of claim 1, wherein 
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• the specified method is a Diffie-Hellman key exchange 
method using public parameters and secret key parameters 
to generate the secret key. 



3. The method of claim 1, wherein 

• the first key information is attached to a mobile options field 
of the HoTI packet. 



4. The method of claim 1, wherein 

• the second key information is attached to a mobile options 
field of the HoT packet. 



However, Nyberg discloses: 



1 . An RR (Return Routability) method among a mobile node, a 
home agent and a corresponding node, the method comprising: 



• the home agent transmitting the HoTI packet including first 
key information generated by a specified method to the 
corresponding node (Paragraphs: 0017 & 0027); 
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• the corresponding node transmitting an HoT (Home of Test) 
packet including second key information generated by the 
specified method to the home agent, and transmitting a CoT 
(Care-of Test) packet encrypted using a secret key 
generated from the first key information by the specified 
method to the mobile node (Paragraphs: 0017 & 0027); 

• the home agent transmitting the secret key generated from 
the received HoT packet by the specified method to the 
mobile node (Paragraphs: 0017 & 0027); and 



• the mobile node decoding the received encrypted CoT 
packet using the received secret key (Paragraphs: 0017 & 
0027). 



2. The method of claim 1, wherein 

• the specified method is a Diffie-Hellman key exchange 
method using public parameters and secret key parameters 
to generate the secret key (Paragraphs: 0017 & 0027). 



3. The method of claim 1, wherein 

• the first key information is attached to a mobile options field 
of the HoTI packet (Paragraphs: 0017 & 0027). 



4. The method of claim 1, wherein 
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• the second key information is attached to a mobile options 
field of the HoT packet (Paragraphs: 0017 & 0027). 

Sudanth and Nyberg are analogous art because they are from the 
"same field of endeavor," which is the field of secure 
communication with multiple devices through encrypted data 
packets in an insecure communication network. 

At the time of the invention, it would have been obvious to one of 
ordinary skill in the art, having the teachings of Sudanth and 
Nyberg before him or her, to modify the return routability 
procedure of Sudanth to include the encryption of data by sending 
a first key information to a second device, which in turn will use 
the first key information to create a second secret key to send to 
the first device so that the first key can decrypt the content or data 
sent from the second device to the first device of Nyberg. 
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The suggestion/motivation for doing so would have been to see 
KSR v. Teleflex, 127 S.Ct. 1727, 1740, 82 USPQ2d 1385, 1396 
(2007). 



Claim(s) 1, 5, 6 is rejected under 35 USC 103 (a) as being 
obvious over Sudanth, Sudha, "Mobile IPv6", publication date: 
January 1 7, 2003 in view of Fink et al. (US Patent # 7043633 B1 ). 

Sudanth discloses: 



1 . An RR (Return Routability) method among a mobile node, a 
home agent and a corresponding node, the method comprising: 
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• the mobile node transmitting an HoTI (Home Test Init) 
packet to the home agent, and transmitting a CoTI (Care of 
Test Init) packet to the corresponding node (Page 11 - 13, 
Subheading: Return Routability Procedure); 



Sudanth does not explicitly disclose: 

5. The method of claim 1, wherein 

• the encryption method uses a DES (Data Encryption 
Standard) algorithm. 

6. The method of claim 1, wherein 

• the encryption method uses a triple DES (Data Encryption 
Standard) algorithm. 



However, Fink discloses: 



5. The method of claim 1, wherein 



• the encryption method uses a DES (Data Encryption 
Standard) algorithm (Col. 8, lines 3-19). 



6. The method of claim 1, wherein 
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• the encryption method uses a triple DES (Data Encryption 
Standard) algorithm (Col. 8, lines 3-19). 
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Sudanth and Fink are analogous art because they are from the 
"same field of endeavor," which is the field of secure 
communication with multiple devices through encrypted data 
packets in an insecure communication network. 

At the time of the invention, it would have been obvious to one of 
ordinary skill in the art, having the teachings of Sudanth and Fink 
before him or her, to modify the return routability procedure of 
Sudanth to include the applying of the data encryption standard 
of data packets that are sent between devices of Fink. 

The suggestion/motivation for doing so would have been to 
please see KSR v. Teleflex, 127 S.Ct. 1727, 1740, 82 USPQ2d 
1385, 1396 (2007). 



Application/Control Number: 10/782,854 
Art Unit: 2134 



Page 1 1 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DANT B. SHAIFER HARRIMAN whose telephone 
number is (571)272-7910. The examiner can normally be reached on Monday - 
Thursday: 8:00am - 5:30pm Alt. Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Dant B Shaifer - Harriman / 
Examiner, Art Unit 2134 

3/19/2008 

/Kambiz Zand/ 
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